An open-source alpine web camera
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What is an “alpine web camera”?




A quick definition

An "“alpine webcam” is a device that can take pictures, send them
to a server, and sustain the harsh weather of the Alps for the
entire year in a fully autonomous way.
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What is an alpine web camera for?

How to know how are the conditions on a mountain before a hike?

Does the snow up there look like this....
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I What is an alpine web camera for?

How to know how are the conditions on a mountain before a hike?

...or like this?
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What is an alpine web camera for?

* They help hikers and alpinists
prepare for the conditions of the
mountain & decide if a hike is
feasible at all

* They helps owners monitor
damages made by the weather
or the animals while the hut is
unmanned

* They perform long-term
monitoring of the weather and

Beautiful, but don’t forget your shovel

glaciers areas for climate studies (picture taken by a webcam)

* Used for marketing too
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http://www.caisovico.it/rifugio/webcam/webcam.html

I What's so special about them?

These webcams can be very simple to make:

Most IP-cam on the market can sustain
rather harsh weather

They need only Internet, power and a
server to send the pictures to.

- Even easier with “cloud solutions”
Many are very easy to install

— Screw it under the roof
- Plugitin
- Turniton
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I What's so special about them?

In a few cases however it's not so
simple:

* Some huts are empty in the
winter and have no Internet
connection or stable power
throughout the year

* The weather can get extreme
and destroy flimsy webcams

* Some webcams should be

laced far from the hut itself to Wind, snow, and no roof make things harder
P
be useful (picture taken by a webcam)
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https://www.rifuginrete.com/bestshot.php?wc=1

I Requirements

Optimally, a candidate device should be:

Reliable — some locations are inaccessible for most of the year
Power efficient — to run on batteries and/or solar panels
Sturdy and small — to resist the weather

Can access the Internet — to upload the pictures

Have a good quality camera — to take beautiful pictures
Configurable — for variable conditions and usage

User friendly — most hut manager are not digital natives

Cheap — Hut managers are not rich :)
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I The market

The two “mainstream” product category
that approach this niche are:

* Qutdoor security cameras:

- Either heavy or flimsy, sometimes both
- Power-hungry

- Expensive

- Focus on video streams

* Trap cams:

- Often no Internet connectivity
- Not very configurable

- Focus on motion detection

- Focus on IR night pictures

- Images often low-res




I Niche products

We're also not the only people facing
this problem!

* Timelapse cameras
* Weather cams
° etc...

The products targeting these niches,
even commercial, are rather DIY:

* Not always reliable

* Hand made on request

* Surprisingly shy about their tech
* No specs whatsoever
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I Niche products

SolarCam.fr

* Mid-priced 4G solar webcam (~400¢€)

* You can opt-out from the “cloud” (FTP server)

* Rather DIY for a commercial offering

* Not open-source: you get a mistery box,
good luck

RifugilnRete.it

* Fully wired webcam (for power and internet)

* You pay a subscription for the “cloud”, no
option to own your pictures (~100€/year)

* You can't buy it online: you have to convince
them you're a hut manager first

* Also gives you a closed mistery box
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https://www.solarcam.fr/en/
https://www.rifuginrete.com/

Let's try them out

We tried 4 outdoor security cameras ranging from 80€ to 600%€, a
350€ trapcam, and one “DIY” niche vendor (Meteoproject, 285%€).

Results: barely sufficient in all cases, and generally disappointing.
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I Some examples

(6] MY 1 of104 — |+ | 150% w2 oathn»

FOSCAM

home security

Utente 'Manuale

Videocamera HD IP esterna

€ € E

This is the manual for a 140€ security camera. Imagine the content.
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I Some examples

Another cam's control panel asked
for the following:

Make sure you have a Windows
machine with Internet Explorer

Activate “"Allow unsigned ActiveX
plugins to run on this browser”

Visit shadywebsite.com from IE

Download shadyplugin.exe and
install it

Restart the browser

Browse to this IP and enjoy your
control panel

Sure no trouble can come from this,
am I right??

Setup - IPCWebComponents = e

Welcome to the IPCWebComponents Setup
Wizard

This will install IPCWebComponents 3.3.0.31 on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Next > | cancel

Straight out of the user manual
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I Some examples

Even the most high-end camera we tested (600€) requires a similar
setup (IE, ActiveX) just to show you a form!

e @ hitp://192.168.1.168/ v @] Cercan. Dz

(2 whSnapshotCamera

TLock Set Logout
B¢ Live Video e L This stream
Co cannot be
previewed as
width or height is
greater than 2048
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|

I'!‘ Settings

D] !
N

2A Setting
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Low Light Behavior
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Some examples

This is one of the most usable panels we came across (the trapcam,

350€):

MIMS / 4G Setup

Setup

Operator | AT&T ~ [[]show 4G Parameters

MMS APM

MMS Server

URL (MMSC) =

xxxxxxxxxx

Proxy (IF)

Phane Mumber

Phone 1

Phone 2

Phone 3

QK Cancel

Maode Auto ~ MMS Option OFF ~

Country  America o Data Option OFF ~

Account

Enaypt S50

Port

Must Existed

Unfortunately, it could only open from the SD card of the webcam

itself (so forget remote control)
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Summary

These product are not even approaching most of our initial
requirements.

* Expensive for the features they provide

* Low-quality software and/or hardware

* Hard to configure and to use, for different reasons
* Most are not very reliable

Conclusion: the effort of making our own is comparable to the
effort needed to make any of these work for us.

So we went on and made one from scratch.
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I Requirements

Optimally, a candidate device should be:

Reliable — some locations are inaccessible for most of the year
Power efficient — to run on batteries and/or solar panels
Sturdy and small — to resist the weather

Can access the Internet — to upload the pictures

Have a good quality camera — to take beautiful pictures
Configurable — for variable conditions and usage

User friendly — most hut manager are not digital natives

Cheap — Hut managers are not rich :)
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I Using a phone - the good part

* SolarCam.fr too has a used
phone in its black box!

* We found a free, open-
source Android app
(mobilewebcam) that
worked well

* We deployed two webcam
built this way and they've

been working like a charm
for 5 years This picture was taken by our second phone-based webcam
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https://www.f-droid.org/en/packages/com.dngames.mobilewebcam/
http://www.caisovico.it/rifugio/webcam/webcam.html

Using a phone - the bad part

* Mobilewebcam has been abandoned since a
decade now

* More recent Android versions lock the Camera
API so hard that implementing some
funcionality requires expertise that we didn't
have

* Many features require rooting the device

* Every device would need unique treatment.

Conclusion: too much work, too many questions.

Mobilewebcam’s codebase is now in this repo,
getting minimal maintenance from me.
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https://github.com/ZanSara/mobilewebcam-android

The camera

Where else can we find a good camera?
* Cheap digital cameras
* USB IP Webcams

* etc...

Neither of the solutions above is reliable.

No source, no specs, no documentation,
no drivers...

Whatever we could make is hackish and
might become unfeasible as soon as the
device goes out of production or
upgrades its firmware.
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The camera

RifugilnRete chose the digital camera option for their product.

They had to literally tie a screw to the shutter button of the camera
to keep it on while plugged in.

That's what “no specs, no docs” means.




I Down the rabbit hole

* We did not want to go down that path. We needed an alternative

that could last for long, be reproducible in 5-10 years with small
adjustments.

* So we took a leap of faith and decided to build the system from

its components: single-board computers, microcontrollers, and
their cameras
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I The Arduino prototype

* We developed a small PoC with an
Arduino board and ArduCAM.

* We managed to take full resolution
pictures!

* We wanted to be able to add some text
over the image... but image processing
immediately proved too much for the PoC.

* Conclusion: Arduino is good for simple
cameras, but image handling goes too
close to its limit and adding any feature is
impossible.
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I The Raspberry Pi prototype

* Specs felt excessive for the task, and the
power consumption too!

* Raspberry Pi is not optimized for low-power
operations and keeps drawing power even
when fully turned off

* The leanest one, RPi Zero W, still draws 90mA
when idle and around 250mA when shooting
pictures.

* We initially considered it to be too much to
survive for long on batteries and we looked
for alternatives.
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I Is there really any alternative?

* The research was disappointing:

- A Canadian producer (CubeCamera): nice, but
the shipping costs!!

- A German producer that promised the chips
would be available by Q1 2021 (it was
September 2020)

* Alternative boards were very
expensive or demanded a commercial
partner making orders of thousands
of parts.

 If you know any “small scale” producer

in this area I beg you to raise your
hand NOW

b=t

s
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The decision

* Everything considered, it seemed only
one way ahead was left: the Raspberry
Pi option.

* We decided for the following plan:

- An external RTC board to try
control the power draw

- Bigger batteries, larger solar
panels (even though it means €€€)

- Keep an eye on the market for
better boards
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I Requirements

How many of these requirements we matched?
* Reliable — to test

* Power efficient - no

¢ Sturdy and small - yes

* Can access the Internet — yes

* Have a good quality camera — yes

* Configurable locally and remotely — yes

* User friendly — hopefully

* Cheap — so-so
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Overview

ZanzoCam is made of

* A customized Raspberry Pi OS image

A Raspberry Pi Zero W

A Raspberry Pi Camera v2 (or HQ)

A “dumb” server (more on this soon)

A waterproof case (we build our own)
Then, depending on your setup:

* Either a power cable or a solar panel

A WiFi router, an Ethernet cable or a modem
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I The 4 hardware configurations

A: WiFi and Power line B: Ethernet (PoE)

WiFi
’ i 12 _ A ’ - Ethernet PoE
WiFi

7z Z ii ﬁ:
il — @ 12V/230V Tah - R4

230V P A i : :,

- Ethernet PoE 12V/ - CHIA f-:*—'- =
Lle Ethernet AT

e ——.—. 230V ey FLEL R &




I The software

% Logs Photo
-

* HTTP or FTP
FConfigT
1 la File
Lo Web ‘ L ‘
~9s | Control 15 | |
~/ { Panel o ; * The server is “dumb”: does nothing but
" Copg 7 |E ing fi
pOnﬁg —— T storing files
T~/ * The camera drives the entire process

* The camera can be configured
asynchronously
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I The camera flow

Config Confi
File? Fileg Photo Logs
©)
Crontab
Load last known Reconfiguration  Shoot

server info (if needed) & Edit 38 /55



The user flow

Control
Panel? Control

View logs & photos,
edit configuration 39/55



I The overall flow

__5 ________ A AT AA
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5
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This architecture is the contrary of a “cloud” solution: the server
contains no logic at all. Simple FTP folders are sufficient.

The camera is configurable, but not controllable (no static/public

IP, no domain name, no VPN, no direct remote access whatsoever
is needed) = smaller attack surface too.
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The overall flow

A A A A
ﬂ o ol

) \ V) ° \J

a fo Qx4
PRO: CON:
* Simple (monolithic) * No direct control, which means:
* Decentralized - Harder to debug
* Quite secure - Harder to install

* More power-hungry
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I The web interface

Simple for the user: most hut owners are not good with tech!

rd

v0.10.0

Impostazioni

Server

Hostname:

‘ caisovicoit

Sottocartella (se necessaria): Avanzate:

‘ L] usaTLs

Username (se necessario):

‘ zanzocamiagcaisovico.it

Password (se necessaria):

Orario;

Inizia a scattare alle: Smetti di scattare alle: Frequenza scatti:

‘ 04:00 ‘ ‘ 22105 ‘ ‘ Cgni ora

Configurazione manuale



I The web interface

Simple for the developer: ME! Who has time to waste on debugging?

@ JSON Raw Data Headers

ZANZOC!

wee M Save Copy Collapse All Expand All 7 Filter JSON
ImpOSta w configuration:

w server:

" Ll ar
Server: o " protocol: FTP
Hostname: hostname: "caisovico.it"
‘ saisovicoit tls: false
Sottocartella (se necessaria): Aval Username "EEF'IEGCEI'I'I].@CEiSG‘u"iCG. it™
‘ U . w aw
password: zanzocaml
Username (se necessario): " "
max_photos: 18
‘ zanzocamiagcaisovico.it
w time:
Password (se necessaria):
— start_activity:
stop_activity:
frequency:
Orario: w image:
Inizia a scattare alle: Smetti di scattare g name *

04:.00 2205

Configurazione manuale



The camera software

The system is simple:

* Raspberry Pi OS Lite + a few packages
* One Python package

- Very quick to develop (it's my free time after all)

- As simple as it could possibly be, and
documented (I forget my own code too)

- 98% test coverage (never trust interpreted
languages in autonomous systems)

* Small customizations (swap disabled,
crontabs, etc)

Everything is open source (enjoy).
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https://github.com/ZanSara/zanzocam

It's not perfect yet!

The system can definitely be improved:

* The web interface is a bit of a JS mess
- Redoing it slowly in Svelte
* Rasbperry Pi OS is too fat
- Make a custom buildroot
* SD cards can’t take many writes
- Use a ramdisk to minimize them
* Improve the initial setup flow
= Currently a bit awkward

* eftc...
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I The team

* Sara: the only developer * Giorgio: the man with the money

* Paolo: the electronics master « Michele: the smart high-schooler

If you've seen the Pokemon you know where this is going... 47 /55



I Communication

* Non-developers have hard time understanding why some
tradeoffs have to be done, and communication is tiring.

Nobody bothered me for choosing Python (arguable at best)

I've been asked why cameras aren’t accessible remotely when
the RTC turns them off

Once the system was complete, the specs changed to include
VPN access to the cameras - even the RTC ones

[ had to add support for HQ cams (12MP) when we have lenses
graded for 3MP maximum

And many others...

* We learned that the best communication sometimes is no
communication
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I The money

We originally planned to redistribute the
project for free to CAI members and beyond.

Then, Giorgio got a small grant from CAI to
pay for the raw materials: nice, right?

Now CAI transformed the whole thing into a
business:

* Paolo will to assemble 20+ webcams by hand
for pocket money, and hut owners will pay
200-600€ (above market prices!)

* We can’t own the pictures made by the
ZanzoCam, but have to send them to their
servers “because they paid for it”
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I The catch

Did I mention that I'm the only software
developer involved in the entire project?

* Nobody put any ties on the IP of the
ZanzoCam

* Paolo approves the idea of
redistributing his instructions on the
hardware assembly

* Nobody else knows what Open Source
means and have no opinion on it

Result: I am free to open-source the whole ~ Free as in Freedom
thing. Skilled people unwilling to pay will
be able to do so with all my support.
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Why caring?

* There seem to be no simple, open-source (or at least not
locked down) product in this area

* Plenty of open-source has been used for this product: the least
I can do is to give something back

* This niche is very diverse and very small: the best usecase for
customizable FOSS software

* I've already met a few people facing the same issue, while
hosting mobilewebcam under my GitHub

* I personally believe FOSS is better than closed software, for
users and often for companies too - but there’s little awareness
among consumers
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I Lessons learned

 If you need one or two remote
webcams and you have an old
phone, that's still the best option

S TV N Yy ——

- There might be better options
than mobilewebcam out there

* The Raspberry Pi was not that much |
overboard with the specs! |

* We could probably afford a more
expensive board with better power
management

* Do notacce pt money from The inside of a battery-powered ZanzoCam

strangers...
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I What now?

* ZanzoCam is not complete!

- Many features are still missing: RTC,
modem, even Ethernet

- We will start the field tests this summer
and winter

- Many improvements can still be done

* Some aspects have been neglected
due to incompetence:

— Security (yeah thats bad...)

A ZanzoCam ready for a field test

* We will train some younger CAI
member for the long-term

maintenance
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